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September 1st, 2021 

 

Rep. Yvette Clarke 

Chairwoman, Cybersecurity, Infrastructure Protection & Innovation 

Subcommittee, House Committee on Homeland Security 

Washington, DC 20515  

 

Rep. John Katko 

Ranking Member, House Committee on Homeland Security 

Washington, DC 20515 

 

Dear Reps. Clarke and Katko:  

On behalf of Claroty, a leading world-wide provider of industrial cyber security solutions with the 

mission to drive visibility, continuity, and resiliency in the industrial economy, it is my pleasure to 

send this letter in support of your “Cyber Incident Reporting for Critical Infrastructure Act of 

2021”.  By way of background, Claroty’s solutions are deployed in thousands of industrial 

locations and facilities, in over 50 countries across all seven continents. We serve hundreds of 

customers, across many industrial verticals in critical infrastructure including energy, water, oil & 

gas, pipelines, food & beverage, pharmaceuticals, and other areas of critical manufacturing. 

Claroty’s Operational Technology (OT) platform has been selected, tested, and validated by the 

world’s leading industrial automation and cybersecurity vendors, elite system integrators , and 

Managed Security Service Providers.  We are the only OT security provider to be certified by the 

U.S. Department of Homeland Security’s Support Anti-Terrorism by Fostering Effective 

Technologies (SAFETY) Act, which was created to encourage the development and deployment 

of counterterrorism technologies.  

We appreciate the opportunity to provide our thoughts and insights on your cyber incident 

reporting legislation.  This bill is a very important step toward building a future where the federal 

government obtains more actionable information from the private sector on cyber incidents so 

that the Internet ecosystem can be made more secure.  

As Claroty reviewed the draft legislation, there were several attributes which led us to the 

conclusion that this is a measure we should support: 

 

• Creation of the Cyber Incident Review Office Under CISA is an Important Step to Provide 

Comprehensive Situational Awareness of Cyber Incidents. As part of its creation, the 

Cybersecurity and Infrastructure Security Agency (CISA) was chartered to provide a wide 
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range of cyber functions and capabilities across Federal Government, agencies, State, 

local, tribal, territorial governments agencies, and the private sector.  As part of a cyber 

incident notification bill, we believe that having a single entity responsible for receiving, 

analyzing, and reporting on all significant cyber incidents would provide a common 

understanding of cyber situational awareness that could ensure the U.S. national interest 

are more effectively secured, and accomplished in a more timely and efficient manner.  

Whether adversaries are sophisticated and targeted, or unsophisticated and 

opportunistic, having an overarching situational awareness under a single entity of the 

U.S. Government provides an advantage over fragmented Departmental views of 

localized hot spots. The attackers play to their strengths of only needing to be right once, 

while defenders need to right every time. So too does the U.S. Government need to play 

to our strength by enabling a unified understanding of cyber situational awareness to 

ensure we can gain insights and provide actionable recommendations. As such, we agree 

with your legislation’s intent that CISA should be provided clear regulatory authority to 

operate and enforce the cyber incident notification legislation, with full support, 

cooperation, and coordination with Departments and Agencies.  Additionally, there will 

clearly need to be an assessment performed regarding resources and funding required to 

effectively staff the Agency and provide capabilities to ensure it can successfully execute 

on this expanded mission.  We stand ready to help you and your colleagues in the 

Appropriations committee to help in this regard.   

• Conduct cybersecurity reviews in the wake of Significant Cyber Incidents. One subtlety 

overlooked about the Oldsmar water treatment facility breach in February 2021 was the 

willingness of law enforcement and plant officials to share details about the attack vector 

used to gain access to the network, as well as the potential consequences to public safety 

had controls not been in place to mitigate the attacker’s actions. There is tremendous 

value in these details for peers across industries. Compounding the urgency of this 

narrative is the news that a California water treatment facility was breached by remote 

attackers just weeks earlier in January – using the same exact attack technique in 

February during the Oldsmar attack. Had details about the California attack been 

disclosed in a timely manner, that Oldsmar incident may have been prevented.  Your 

legislation, by requiring a review of significant cybersecurity incidents is an important 

step toward making permanent this concept, which will help reduce the number of cyber 

incidents across U.S. critical infrastructure. If we look at the effectiveness of the National 

Transportation Safety Board an exemplar, its successes in driving apolitical learnings that 

have resulted in improved confidence and the reduction of accidents demonstrate that 

should be replicated in cyber-security.  As you look to continue making improvements in 
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your bill, you might consider adding more content to this section of your bill consistent 

with Section 5 of Executive Order 14028 (the section which established a Cyber Safety 

Review Board, with the charter of reviewing and assessing serious incidents against 

Federal Civilian Executive Branch and non-Federal systems).  

• The Scope of the Proposed Legislation Appropriately Calls Out Industrial Economy 

Specific Requirements. As industrial OT environments such as water treatment facilities 

and electrical substation are being connected to the IT network, new risks are introduced 

in the physical world that were not risks in the digital world.  We therefore believe that 

the drafted legislation appropriately calls out not only risks to confidentiality, integrity, 

and availability of information systems, but also addresses the risks to the safety and 

resiliency of operational systems and processes.  This broader scope will ensure that 

industrial enterprises take a more expansive view of physical and safety risk – not only to 

the digital risk affecting IT systems. 

• The Cyber Incident Notification Period of 72 Hours is in-line with Established Standards. 

During the initial hours of a potential cyber incident, a significant amount of fact finding 

must occur to validate that the event was truly a malicious cyber incident and determine 

its potential scope and impact. While large enterprises may be able to accomplish this 

rapidly, smaller or less well funded organizations may need to enlist the support of third 

parties to effectively conduct these activities. Establishing the initial reporting period to 

72 hours is the general expectation established from the 2018 European Union’s General 

Data Protection Regulation (GDPR) and would be an effective benchmarking that most 

organizations are using as a standard. Any shorter of a notification period would run the 

risk of creating of too many “false positives” which would not be an effective use of 

federal government resources.  

As this bill moves through the legislative process, there is one additional area that you might 

consider when perfecting the text. Specifically, we encourage you to look at how this bill might 

create disincentives for failure to notify.  While the reporting requirements for covered entities 

are clear in the proposed legislation, we are concerned that given the increasing frequency and 

impact of cyber-attacks, the onus of reporting should be placed on the covered entities for 

Significant Cyber Incidents and backed with disincentives for a failure to comply. At present, 

organizations are open to substantial brand and reputational risk for reporting on a cyber 

incident. The executive decision is therefore tipped all too frequently in favor of not reporting 

cyber incidents and working to quietly fix them behind the scenes. While focused on privacy, 

GDPR has driven substantial adoption of its obligations worldwide due to the very high fines for 

violating (€20M or 4% of global revenue – whichever is higher) the breach notification provision. 

Of note, until the financial penalties were enacted in the latest version of GDPR, compliance was 
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halfhearted. At present, many organizations view reporting as having a reputational and brand 

impact, and without penalties will decide not to report incidents. Claroty believes that given the 

risk to U.S. national security and interest, we must tip the financial calculus in favor of 

notification, that must be done through penalties and enforcement for organizations that are 

clearly in violation. We also believe that this new set of risks will drive Boards of Directors to 

govern and manage cyber risk, which will drive funding and action through the organization 

more effectively. By creating effective and material economic disincentives for organizations 

who do not comply with the expected outcomes, we tip the scale in favor of reporting. To the 

end, we would encourage you to engage those with experience in GDPR compliance to 

understand how the financial penalties of that measure have been received, and then decide 

whether that might be a valuable addition to this bill.  

My Claroty colleagues and I stand ready to assist you in your efforts to advance this legislation 

and look forward to continuing our strong working relationship with your staff to that end.  

 

Sincerely, 

 

Grant Geyer 

Chief Product Officer 

Claroty 

grant.g@claroty.com 


